Grey Zone Aggression:

Grey Zone aggression ... comn e seen ay U U happening, can even see thve umpact of

te behawior... however cannot prevent U or evenw prove U U happening.

Grey Zone aggression B highly experumental. The aggressor con try and fall.
Everytiving iy a discovery and attempt: There s no- need for everytiving to- be perfect
every tume.

Nown~

kinetic and non-miditory aggressions that..ave real or even percecyed

thureats/ ottocks/ wnter ference ...

Elections

Economy

Business secunirity

Supply chaing

Intellectunal Property (IP) Theft
Power and wtlities

Examples and unnovations un Grey Zone aggression

China’y sudden adwoncements n certoin techunologies strongly suggest IP
Hheft

Salisbury assossinotion attempts

Wttps// en wikipedia.ovg/ wiki/ Poisoning of Sergei and Yulia Skaipal
Belarws --- May 2021. Forced Ryan Aur flUght to- divert from Athens Greece
to- Vimiwns Lithwania. Forced to- land. in Minsk. Fake report wsed to- arrest
Jowrnalist v Minsk. The Bela-Russian authorities didwlt even care tivat the
world saw-tie foke bowmb repovt was used to- arrest aw opposition journalist:
EU pwt sanctions against Belarws: Thiy led to- Belarwy bovoders being
‘weaponized’ apout ummigration by providing passporty and otiver docuwments
ollowing certoin people info- Europe witiv he explicit purpose of sowing
chaoy: This s GREY n that Hherve are no- explicit rudes agaivst Hese
techunignes.

Swedew ... disinformation programs conwinced Muslim populations (U
Arabic) that Swedisiv antivorities were capturing/ rownding wp Muslim



https://en.wikipedia.org/wiki/Poisoning_of_Sergei_and_Yulia_Skripal

childiren. ln response, Muwslim population formed. protests against Swedisiv
govt for Huings that were not happening. Sweden created an agency
specifically to- defend against disinformation.

Grey Zone aggression s being used fo- compel a target nation fo- change o
2020-2021 Ut Norweglan Nobel committee (not affilliated withv the
government) oworos Chinese dissioent prize. China’s response wos to- declare
“mysterions organisms’’ found v Norwegian fishv — thereby

Alsrupting/ halting sales and exporting of Norwegian seafoodl.

Chinese tariffs one Australion wine makersy after Awstralia calls for
wwestigation unfo- e COVID source (n Clhvina).

Attocks ove Funnishv and Swedisiv powerplanty designed to- spreads distrust or
fear domestic thweats — real or perceived.

Cihvinese bolloony over He US airspace.... Way an effective method. of
Asrwption because U raised criticism of the US Alr Force and the cuarrent
administrotion. LOTS of “I would hanve’’ or “We would lhharve’’ or
“Administration iy weak? statements being spread.

“Shadow Fleet”’ of vesselsy internationally moving sanctioned or banned
goods. Jwst outside Swedisiv EEZ, beyond thelr reaci but o plansible
Sabotagung undersea colples.... Successful becawnse Ut connot be proved that
way untentional and kinoww by Hie aggressor whenw Ut happened. Regaroless,
Hs type of attack does not necessarily foll under NATO article 5. Iy an
amendiment needed? A new thuresholo needing to- be defined so- Grey Zone
Aggression iy not-so—grey? A better definitiow of aw appropriote NATO
responses

China nypecting all vessels tromsitioning thvwroughh He Tawan stroit.. b b a
way to- canmse disruption and create fear of greater umpacts.
Trends n degrading trust unw US elections: The targety are the mechanismy of
the elections: Thuroughh disinformation and well-publicized attempts to-
degrade ballot macihines. Even Uf elections are not directHly impacted, Hie



degradation public perception s enough of a success: This ‘public contract’
witiv the population i the target; not necessardy the election resudts uself:
My guestion about Hie BRICS alliance engaging un Grey Zone Aggression
BRICS have nations that are on the fence politically. Notall BRICS nations
woudd support Grey Zone Aggression but would benefit from U fongentially.
The Shadow Fleet by an example. The UAE, India, Seycihelles, are tive
regustered natlons of many of the shadow- vessels: Thuis enables the actity.
On a simidar note, tie “Flagy of conwvenience’ nations, are registries lending
thelr countries flags to- shadow- vessels. This also- enables tive shadow- fleet:
These are nations that could be ‘reasoned witiv by He US.



